Pre-Mortem & Post-Mortem Guide

Surface hidden risks before launches (pre-mortem), capture root causes after incidents (post-mortem),
and embed learning into ongoing work using blameless, evidence-based practice.

Why run pre-mortems and post-mortems

Pre-mortem: Proactively imagine a failure and work backwards to identify what could
plausibly cause it. This increases foresight, and surfaces mitigations before launch.

Post-mortem: After an incident or project delivery, conduct a structured, blameless review to
learn what happened, why, and what to change so the problem won’t recur.

Core principles (set these before you start)

1.

Blamelessness: Focus on systems, processes and decisions rather than people. The aim is
learning and improvement, not punishment.

Psychological safety: Make it safe to speak candidly; encourage dissenting views.

Data & narrative: Combine objective evidence (logs, metrics, timelines) with human accounts
(what people thought and why).

Actionability: Every finding must lead to an assigned action, date, owner and verification plan.

Transparency & appropriate confidentiality: Publish summaries widely, redact sensitive
details where legal or personal risk exists. Consult legal when necessary.

Close the loop: Verify that remedial actions were implemented and effective; track in a lessons
repository.

Roles & responsibilities (recommended)

Facilitator (neutral): Runs the session, enforces timeboxes and norms, protects psychological
safety.

Scribe / Recorder: Captures timelines, findings, actions and posts the record.
Incident/Project Owner: Accountable for implementation of actions and follow-up.
Subject Matter Experts: Provide data, explain technical/operational context.

Observer(s) / Executive Sponsor (optional): Ensure governance and resource unblock; stay
neutral in blameless post-mortems.
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Pre-Mortem: run before go-live

When to run

1-4 weeks before a go-live, procurement decision, major release, launch, or deployment with
material risk.

Timebox & suggested participants

Goal

Duration: 60-90 minutes (half-day optional for complex programs).

Participants: Project lead, delivery owners, ops, QA, support, security, product, vendor rep (if
relevant). Max 10-12.

Identify the plausible ways the initiative could fail, rank risks, and assign mitigations.

Materials needed

One-page project brief (objective, scope, success metrics, assumptions).
Risk register or decision log.
Whiteboard / flipchart and sticky notes.

Pre-read circulated 48 hours prior.

Facilitator script - opening

“Our aim is to imagine this project has failed and to surface the reasons quickly and candidly. This is a
blameless exercise: we are testing assumptions and finding ways to reduce risk. Please be candid and
focus on causes and mitigations rather than assigning blame.”

Step-by-step pre-mortem flow

1.

Context & framing
o Facilitator reads one-page brief; confirms scope and success criteria.
Silent failure imagination

o Individually, each participant writes 3—5 ways the project could fail in 6-12 months
(one idea per sticky). Participants to consider “What would success look like?” and
“How will we know it worked?”

Round-robin readout
o Go around and post ideas on the board; no debate, simply a capture exercise.
Cluster & label

o Group similar threats into themes (technology, process, supplier, people, data,
regulation).

Root cause probing

o For the top 4-6 clusters, ask “What conditions would allow this failure to happen?”
Use 5 Whys lightly to find root causes.

Mitigation & ownership

o For each top risk, capture one or more mitigations, owner, timeline and verification
metric. Add to risk register.

Close & publish

o Confirm owners, next steps, and when mitigations will be reviewed. Scribe to publish
within 24 hours.
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Post-Mortem: run after incidents or projects
When to run

¢ Immediately after incidents, or after project delivery, once immediate triage is done. Typically
24-72 hours after incident stabilised, or 1-4 weeks after delivery.

Timebox & participants
e Duration: 60-120 minutes depending on complexity (longer for major incidents).

e Participants: Incident response team, ops, engineering, product, support, quality, legal (as
needed), facilitator, scribe.

Prework (required)

e Scribe prepares a timeline of events (concise, timestamped), metrics snapshots, error logs,
and a short chronology. Circulate 24—-48 hours before meeting.

Facilitation script - opening
“This is a blameless post-mortem. Our goal is to understand how the system and decisions produced

the outcome and to identify practical changes. We will focus on facts first, then causes, then actions.
If there are legal, regulatory, or HR sensitivities, we’ll note them and consult the right teams.”

Session flow
1. Set norms & objective
o Reiterate blamelessness and that the review is about systems & processes.
2. Facts & timeline
o Scribe/analyst presents the timeline and key metrics. No interpretation; just facts.
3. First-hand accounts
o Short round: each key actor summarises what they observed and decisions made.
4. Impact & customer view
o Capture customer/user impact, financial/regulatory exposure, and severity.
5. Root cause analysis

o Use 5 Whys, Fishbone or RCA methods. Identify immediate causes, contributing
factors, latent systemic causes.

6. Actions & prioritisation

o For each root cause, create corrective actions (short-term fixes, medium term, long
term), owner, due date, verification metric. Prioritise using ICE (Impact x Certainty x
Ease).

7. Communications & follow-up

o Agree external/internal comms, who will publish the summary and when. Confirm
follow-up meeting to verify implementation.

Prioritising and tracking actions
e Use acentral Lessons & Actions Registry (spreadsheet or tool). Each action must have: ID, title,
owner, due date, metric, status, and link back to original post-mortem.

e Establish a verification review (e.g., 30/60/90 days) where owners present evidence the action
worked (metrics, tests). Close only after verification.

e Sponsor should review overdue high-priority actions monthly.
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Facilitation tips & scripts — managing difficult moments

When someone blames: “Help me understand the process that made that likely; let’s map the
sequence.”

When emotions run high: Pause for two minutes, then invite factual recount (“What
happened, in sequence?”).

When debate stalls progress: Timebox further discussion (5 min) and move to action capture;
schedule a deep dive if needed.

For remote sessions: Use anonymous inputs (Miro sticky notes, anonymous chat) for sensitive
perspectives; use breakout rooms for small groups.

Documentation discipline: Scribe posts the initial draft within 24 hours; facilitator validates
content within 48 hours.

Legal & HR considerations

If incident may trigger litigation, regulatory reporting, or disciplinary action, consult Legal/HR
before wider publication. Some findings may need to be redacted.

However, avoid blanket secrecy: publish an anonymised, redacted summary to preserve
learning while protecting legal positions.

Common pitfalls & how to avoid them

Turning post-mortem into blame session: enforce blameless norms and focus on systems.
No follow-through on actions: require owners, due dates, verification; report to sponsor.

Diluting findings with too much detail: keep executive summary crisp and attach deeper
evidence as appendices.

Waiting too long to hold the review: run post-mortem within 72 hours for freshest recall
(but after stabilisation).

Failing to involve the right people: include frontline staff, not just managers.

Examples / quick templates you can copy

Pre-mortem prompt: “Assume it is six months after launch and the project has failed
spectacularly. In one sentence, what went wrong?”

Post-mortem opening line: “We’re here to understand the system/processes that produced X
SO we can prevent recurrence. Let’s start with the timeline and facts.”

Action wording: Use “We will...” not “They should...”
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Scaling maturity (how to embed practice)
e Begin with pre-mortems for top 10% of initiatives by impact.
e Make post-mortems mandatory for moderate and serious incidents.

e Create a quarterly “Lessons Day” where cross-team lessons are presented and incorporated
into standards.

e Track meta-KPIs (actions closed & verification) at program level and include in governance
pack.
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